Vulnerability Assessment Results for Bill One

Outline

GMO Cybersecurity by lerae, Inc. conducted vulnerability assessments for Bill One services
in November 2023. This document discloses an outline of vulnerability assessments.

Summary of Assessment Results

The assessments identified several findings, urgent ones of which were promptly addressed.
Other minor issues are being dealt with based on the plan.

Assessment Perspectives

® Assessments were conducted from the following perspectives.
® \Web Application Assessments
o XSS, SQL injection, CSRF, OS command injection, XPath injection, directory
listing, path traversal, parameter manipulation, HTTP header injection, insufficient
authentication, session fixation/prediction, other assessments, etc.

® Platform Assessments
o  OS prediction, service scan, port scans, vulnerability scan of middleware, HTTP(S),
other assessments, etc.



