Vulnerability Assessment Results
(Contract One)

Overview

In October and November 2025, we conduct a vulnerability assessment of the Contrac
t One service by GMO Cybersecurity by Ierae, Inc. This document provides an overvi

ew of the vulnerability assessment.

Summary of Assessment Results

While several issues are identified during this assessment, all high—urgenc
y issues are promptly addressed. Other minor issues are being addressed acc

ording to our plan.

Assessment Perspectives

The assessment is conducted from the following perspectives:
e Web Application Assessment
o XSS, SQL injection, CSRF, OS command injection, XPath injection, dir
ectory listing, path traversal, parameter tampering, HTTP header inj
ection, improper authentication, session guessing/fixation, and othe
r assessments.
e Platform Assessment
o O0OS guessing, service scanning, various port scans, middleware vulner

ability scanning, HTTP(S), and other assessments.



